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This working paper identifies, summarises and considers the technology and devices essential to the expansion
of the Industrial Internet of Things (l1oT) and highlights a range of critical raw materials (CRMs) that are (or will

be) required to deliver the benefits of the lloT.

CONTEXT, DEFINITIONS AND FOCUS

The list of CRMs was updated in 2023, with further
insights and detailed formation to be found on the
SCRREEN website: https://scrreen.eu/crms-2023/.

In general terms, the broad Internet of Things (loT) is a
familiar domestic concept, encapsulating things using
networked devices such as smart doorbells, smart fridges,
smart speakers, exercise trackers and heating controls.
The term IloT can often be used interchangeably and / or
as a subset of 10T and alongside industrial concepts such
as Smart Factories and Industry 4.0.

There is a wide range of differing definitions for the lloT.

For the purposes of this report, we consider the IloT as a

system that displays:

- A network of intelligent and highly connected
components

- Components are used in an industrial context to
generate benefits including increased efficiency,
improved safety and reduced costs.

- A system that includes real-time monitoring and
effective control and management of equipment,
processes, and time.

Within this report we have therefore concentrated on a
few (what we think to be) key areas to consider, which
both ‘set the scene’ as to the importance, make up and
size of the lloT value chain and focus it on areas that join
the dots to the requirement and demands for CRMs.

1. Scene-setting: what are the common devices,
technologies and systems utilised within the
IloT value chain — showing the breadth and
importance of their application.

2. Joining the dots: The utilisation of CRMs in the
IloT value chain and a summary of the
anticipated future demand for CRMs by lloT.

3. A focussed look into two of interest; water
management (showing the breadth of devices
and technologies used and the use of CRMs)
and the digital mine (offering a different slant,
showing how IloT can support material
management in the mining environment).

' SCENE SETTING: DEVICES, TECHNOLOGIES
AND SYSTEMS USED WITHIN THE 110T -
| THE BREADTH AND IMPORTANCE OF THEIR
 APPLICATION.

IloT inherently refers to the automation and optimisation
of industrial processes in which different devices collect,

organise, and visualise data and where that s
subsequently analysed in real-time with novel
technologies such as cloud computing, machine learning,
big data, artificial intelligence, and real-time analytics
(Khan, 2020).

IloT devices are the physical objects that gather, sort,
process and visualise information about industrial
systems, while lloT technologies are a set of methods and
algorithms that allow the elaboration of such pieces of
information.

IloT devices — application summary
IloT devices are physical objects that can remotely sense

and actuate in industrial environments (Sathyabama,
2023).

They integrate production machines with electronic
devices for networking and computation, constituting the
foundation of lloT and generating massive amounts of
raw data streams (Nandhini, 2022).
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Table 1 below summarises the common types of lloT
devices and how they are used.

Table 1: Common types of lloT devices and their most common
applications

\ 10T Devices — common types and applications

Sensors

What they do / what they are

- Process, exchange, and store information,
integrating sensor chips, communication chips,

microprocessors, drivers, and software algorithms
(Rika Sensors, accessed 2023).

Common applications

- Predictive maintenance-enabling real-time
monitoring of machinery, operations, processes, and
warehouses (Michele Mackenzie, 2023).

Smart Meters
What they do / what they are
- Measure and monitor utility consumption

(electricity, water, and gas).

Common applications

- Wide range of both domestic and
scenarios.

industrial

Surveillance cameras

What they do / what they are

- Loaded with sensors and connectivity capabilities,
integrate into the IlloT network for industrial
facilities' video surveillance, remote monitoring, and
security purposes.

Common applications

- Marine, aerospace, aviation, and manufacturing
sectors (Scoutcam).

Actuators

What they do / what they are

- Convert digital commands or signals from a control
system or a network into physical actions,
movements, or changes in the physical world.

Common applications

- Guiding robotic arms and machinery in automated
processes (Rupareliya, 2022).

Robots

What they do / what they are

- Loaded with sensors and cameras.

Common applications

- Material handling, transportation, and inventory
management in warehouses (Copper Digital, Inc.).

Wearables
What they do / what they are
- Body-worn devices that enable real-time monitoring,

10T Devices — common types and applications
remote collaboration, personalised perspectives, and
enhanced ability in industrial settings.

Common applications

- Head-mounted displays, body-worn  sensors,
exoskeletons, retinal devices, and adjustable clothing
(Opher, 2017).

Batteries and energy storage systems

What they do / what they are

- Batteries are energy storage systems that allow
powering of devices not connected to the energy
grid in open-air environments.

Common applications

- Mining, agriculture, water, and energy distribution.

Industrial routers and gateways

What they do / what they are

- In the lloT, devices are arranged as a mesh of
objects, connected to each other and to the outer
networks using routers and gateways.

Common applications

- Manufacturing  and  logistic  plants,
management, renewable and fossil-fuel
stations, distribution networks.

water
energy

Programmable Logic Controllers (PLCs)

What they do / what they are

- Industrial computers that monitor sensor inputs,
make decisions based on programmed logic, and
control the outputs sent to actuators.

- In 1loT, PLCs collect and manage the information
received from sensors, as well as programme the
maintenance of machinery, and optimize the
industrial operations (Mellado, 2022)

Common applications

- Highly automated manufacturing plants. (Lemay).

Asset tracking devices

What they do / what they are

- Track and identify products, components, or assets
in industrial environments and connect to the lloT
network to provide real-time data on inventory
levels, production progress, or logistics.

- Common types included radio frequency
identification (RFID) and global positioning system
(GPS).

Common applications

- Manufacturing, healthcare, oil and gas, mining, steel,
information and communication technology (ICT),
and pharmaceutical sectors (SmartHUB).
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lloT technologies — applications summary
IloT technologies are a set of methods and algorithms

that the
environments. They are employed to produce novel
the optimization, prediction,

enable analysis of data in industrial

information for and
organisation of the manufacturing plant, by using the
information collected and organised by IloT devices.

Table 2 below summarise the common types of lloT
technologies and how they are used.

Table 2: Common types of lloT technologies and their most
common applications

‘ 10T Technologies — common types and applications

Big Data Analytics
What it is / what it does

- Computational analysis of information to reveal
patterns, trends, and associations between data
pieces.

Common applications
- In manufacturing (Klaess, s.f.), big data can
contribute to predictive maintenance, predictive

quality, anomaly detection, tool life-cycle
optimization, production forecasting and vyield
improving.

Digital twins

What it is / what it does

- Virtual copies of a physical system (e.g., a process, a
plant, a product, a natural environment, or a
person), created using real-time data collected by
sensors - they enhance predictive machinery

maintenance and real-time diagnostics.

Common applications
- Energy production, water management, automotive,

aviation, manufacturing and healthcare (Capgemini,
2022) (Karaarslan, 2023).

5G

What it is / what it does

- The fifth generation of mobile network

Common applications

- Potential in sectors delivering 24/7 and mobile
services, such as production lines, warehouses,
logistics and healthcare.

Cloud computing

What it is / what it does

- The cloud is composed of thousands of data centres
which are facilities that host servers, networks, and
hardware devices.

Common applications

* X %
* *

*
*

* 5k

10T Technologies — common types and applications
- Across many domestic and industrial sectors.

Artificial intelligence (Al)
What it is / what it does
- The simulation of human intelligence by machines

trained to learn and mimic human actions. Al is the
foundation of lloT, enabling the processing of an
enormous quantity of information previously
collected by several devices.

Common applications
- Many industrial sectors (food tech, manufacturing,

healthcare, transportation and logistics.

Augmented reality (AR)

What it is / what it does

- Overlapping of live images of the physical
environment with computer-generated sensory
elements such as sound, video, graphics, and GPS
data. Widely used in smart glasses, tablets,

projectors, and smartphones (Vule Reljic, 2021)
(Starch, 2020).

Common applications
- Numerous, ranging from worker remote assistance

and increased employee safety to pre-sale and after-

sale customer experience improvement.

Data centres and data transmission network
IloT systems can incorporate either wireless or wired
transmission networks. This section focuses on fixed
broadband (BB) access network, which has a market value
of 15-20 billion €, the mobile/wireless/cellular access
network valued at 45-50 billion €, and enterprise
networks, valued at 30-40 billion € (Carrara et al., 2023).
Within wireless systems, transmitters and receivers can
be embedded into portable devices.

Data transmission networks consumed between 260-
340 TWh in 2021, which is equivalent to 1.1-1.4% of
global electricity use. The energy efficiency of data
transmission has seen significant advancements in both
fixed-line and mobile networks in recent years (IEA,
2022a). Although global internet traffic has been steadily
growing, rising 23 % in 2021 and between 40-50 % in
2020, the electricity consumption by operators only
increased by 5 % in 2021 and a mere 1 % between 2015
and 2018.

In 2020, data centres and data transmission networks
were responsible for 300 Mt CO, equivalent emissions,
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which is 0.6 % of total global GHG emissions. Emissions
have only grown modestly, despite growing demand for
digital services since 2010. This is attributable to energy
efficiency improvements, renewable energy purchases by
ICT companies, and the widespread decarbonisation of
electricity grids in many regions. (IEA, 2022a)

IloT consumes a considerable share of total ICT energy
use. ICT related energy use between 2015 and 2021 is
presented in table 3. These figures do not factor in the
recent developments in energy consumption related to
the machine learning training and foundation model
processes. Notably, these figures do not cover the vast
need of energy in raw materials extraction, processing
and manufacturing needed to produce the necessary ICT
equipment and infrastructure.

Table 3. ICT related energy use between 2015 and 2021.(IEA,
2022a)

2015 2021 CHANGE
INTERNET USERS 3 billion 4.9 billion  +60 %
INTERNET TRAFFIC 0.6 ZB 3.478B +440 %
DATA CENTRE | 180 650 +260 %
WORKLOADS million million
ENERGY USE IN | 200 TWh 220-320 +10-60 %
DATACENTRES TWh
(EXCL. CRYPTO)
CRYPTO MINING | 4 TWh 100-140 +2300-
ENERGY USE TWh 3300 %
DATA 220 TWh 260-340 20-60 %
TRANSMISSION TWh
NETWORK ENERGY
USE

 JOINING THE DOTS: SUMMARISING THE
. LINKS BETWEEN 110T AND THE USE OF
. CRMs

CRMs are indispensable to the EU economy and are
essential for a wide range of vital technologies to
strategic sectors, including digital technologies.

Two recent EU policies connect lloT and CRMs: the
European Chips Act and the European Critical Raw
Materials Act (CRMA).

The Chips Act addresses Europe’s competitiveness and

resilience  in  semiconductor  technologies and
applications. A concrete goal of this act is to increase
European semiconductor production capacity from 10 %
to 20 % of the global market by 2030. Achieving this
requires considerable public and private investments, as
well as the availability of components containing many

critical raw materials for setting up the production.

The CRMA aims to ensure that EU has access to a secure
and sustainable supply of critical raw materials, thus
allowing Europe to achieve its 2030 climate and digital
objectives. Specific aims of CRMA include:
e  Setting benchmarks by 2030 for EU’s domestic
capacities in
extraction (10 %)

o  processing (40 %)
o recycling (15 %)
o reducing dependence on any single third

country for CRMs to a maximum 65 % per
single country
e  Creating secure and resilient supply chains
e Enhancing supply risk preparedness and mitigation
e Improving sustainability and circularity of raw
materials within the EU
e  Diversifying imports

IloT energy and raw materials consumption and
the environmental impacts
Digital technologies have both direct and indirect effects

on energy consumption and greenhouse gas emissions
(IEA, 2022a). According to ICT industry sources, the most
significant influence of digital technologies lies in their
potential to facilitate more efficient energy and raw
material usage, and environmental performance in other
economic sectors (ITU 2012, Ojala et al. 2020).
Nonetheless, estimating the overall net effect of ICT is
challenging, primarily because of the intricacies of direct
and indirect impacts (Horner et al. 2016).

Factors such as the rising number of connections, data
creation and storage, and the number of devices (as seen
in previous sections) necessitate increased manufacturing
of sensors, end-user equipment and supporting
infrastructure, such as data centres and data transmission
networks (Eerola et al., 2021).

These dynamics have led to modestly rising electricity
consumption and GHG emissions and rising raw materials
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consumption in the ICT sector. Additionally, IloT
consumes a portion of both renewable and fossil-based
energy production — energy otherwise allocated to
energy-intensive sectors such as steel or cement
manufacturing (Eerola et al., 2021).

Energy production, transmission and storage demand a
significant amount of critical and strategic raw materials
including aluminium, nickel, copper, lithium, cobalt,
natural graphite and many others (Hanski and Kivikyto-
Reponen, 2023).

lloT devices and CRMs

The IEA estimated that there were approximately 9 billion
digitally enabled automated devices in use in 2021.
Breaking this down: 6.4 billion were sensors or other loT
devices, 1.1 billion were smart meters, and the remaining
1.5 billion were lighting and audio devices, appliances, or
other devices. The number of digitally enabled automated
devices has been steadily increasing from 1.9 billion
devices in 2015. (IEA, 2022b)

As the installed base of IloT systems and devices grows,
then IloT raw materials consumption is increasing.

When compared to energy use and emissions, the total
raw materials consumed by ICT is modest. Malmodin et
al. (2018) estimated that the combined ICT,
entertainment, and media sectors consumed about 0.5 %
of all raw materials between 2010 and 2015.

However, for specific raw materials, like indium, gallium
and germanium, the ICT accounts for 80—-90% of global
use (Malmodin, Bergmark and Matinfar, 2018). Table 4
presents the key raw materials for high-tech products,
batteries and other lloT commodities.

* X %
*

* %
*

* 5k

Table 4. Key raw materials for high tech products, batteries and
other 1loT commodities. Based on (Bobba et al., 2020; Eerola et
al., 2021; Carrara et al., 2023).

High tech raw | Battery raw | Other

commodities for
lloT

materials materials

Boron (B) Cobalt Aluminium (Al)
Chromium (Cr) Graphite Chromium (Cr)
Cobalt (Co) Lithium (Li) Copper (Cu)
Gallium (Ga) Manganese Gold (Au)

(Mn)
Germanium (Ge) | Nickel Iridium (Ir)
Graphite (C) Vanadium (V) Nickel
Indium (In) Palladium (Pd)
Magnesium (Mg) Platinum (Pt)
Nickel (Ni) Ruthenium (Ru)
Niobium (Nb) Silicon metal (Si)
Rare earth Silver (Ag)
Elements (REE)
Tantalum (Ta) Tin (Sn)
Thallium (Th)

Tungsten (W)

IloT raw material needs for end devices and displays, data
storage and servers, robotics and data transmission
networks are presented in Figure 1 based on (Carrara et
al., 2023).

End devices and displays Data storage and servers

Aluminium Copper Aluminium Chromium
Antimony  Gold Antimony Copper
Arsenic Indium Arsenic Gold
Boron Iron ore Beryllium Iron ore
Cobalt Lead Bismuth Nickel
Gallium Nickel Baryte Silver
Graphite  Silver Gallium Tin

Germanium  Zinc
Hafnium

Lithium Tin
Magnesium Zinc

PGMs Manganese
Phosphorus PGMs
R,E,ES Data transmission networks REE g
Silicon o ) Silicon
Tantalum Alum[nlum Germanium Copper
Tungsten Antimony Manganese lron ore

Arsenic PGMs Nickel

Barium REEs Silver

Bismuth  Silicon metal Tellurium

Gallium Tin

Zinc

Figure 1 Raw material needs of IloT. Red colour = critical raw
materials. Italics = strategic raw materials.
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CRMs in data centres and data transmission
networks
Data centres and data transmission networks rely on

several critical and strategic raw materials as highlighted
in Figure 1. The chassis and housing elements in these
infrastructures include critical and strategic materials
such as aluminium, manganese and nickel as well as non-
critical iron. Manganese and nickel are important alloying
elements in steel production. Cables and antennas
contain elements such as copper, manganese and zinc.
Other key components include optical fibres, permanent
magnets, connectors, power amplifiers, printed circuit
boards (PCBs) and solders. These components consume
many critical and strategic raw materials, including
copper, silicon metal, gallium and neodymium.

CRMs in data storage and servers
Data storage devices and servers are integral for lloT

systems in applications like data collection, processing
and analysis and edge computing. Data storage and
servers consist of computer systems and associated
components, mostly operated interconnectedly and
typically housed in data centres. Similarly, data centres
and networks, chassis and housing contain aluminium,
manganese, nickel and iron.

Key data storage technologies include hard disk drives
(HDD) and solid-state drives (SSD). HDDs may contain
strategic and critical raw materials such as aluminium and
ruthenium in platters and casing, gallium and germanium
in controllers, and cobalt and neodymium in magnetic
alloys and permanent magnets. SSDs contains aluminium,
copper, gallium and germanium, neodymium and silicon
metal (Carrara et al., 2023)

Servers contain components such as PCBs, CPUs, RAMs,
power supplies, casings and various data storage
technologies. They contain critical raw materials like
copper, silicon metal, platinum group metals (PGMs),
aluminium, bismuth and tantalum. Additionally, servers
contain the raw materials found in HDDs and SDDs.
(Carrara et al., 2023)

CRMs and end devices
Devices like smartphones, tablets, and laptops consist of

numerous components made from a wide variety of
critical and strategic raw materials. Their casing is often
made of aluminium, occasionally blended with
magnesium for lightweight properties. Standard li-ion
batteries within end devices contain lithium, cobalt,

nickel, manganese and graphite. Displays contain indium,
silicon metal and rare earth elements (REEs).
Semiconductors and circuitry are composed of, for
instance, silicon metal, copper, gallium and tantalum.
Moreover, these devices also contain data storage,
cameras and sensors, vibration and sound devices, and
other components (Eerola et al., 2021; Carrara et al.,
2023).

CRMs in robotics

Robots are integral for many IloT systems in various parts
of industrial value chains including manufacturing,
transportation, agriculture and defence. Robots may
contain a variety of CRMs including beryllium in electro-
optical systems, gallium in communication and power
systems, aluminium, manganese, niobium and titanium in
steel alloys, and boron, dysprosium, neodymium and
praseodymium in permanent magnets (Carrara et al.,
2023).

FOCUSSED LOOK 1: FUTURE TRENDS IN
KEY TECHNOLOGIES.

Key lloT technologies including data transmission, servers
and storage are expected to grow significantly due to the
global digital transformation megatrend. The predicted
widespread adoption of cloud computing, internet of
things including lloT, Al and big data applications will
increase the need of cable systems, ICT processing and
storage resources. End device demand is expected to be
constant and saturate by 2030 (Carrara et al. 2023).

Current and future global 11oT market
lloT is a subset of broader loT market, focusing on

industrial applications, which in turn is a subset of global
ICT market. Because the data on current and predicted
raw materials consumption is at ICT sector level or total
Internet of Things (loT) level, it is necessary to estimate
the share of lloT of the total IoT sector. One way of doing
this is to compare the market sizes of global IloT, global
loT market and global ICT markets. This can be used to
provide a rough estimate of the current and future raw
materials needs of the IloT.

The Global 1oT market is currently in 2023 valued at about
€630 billion and is expected to grow to about €3200
billion by 2030 (Fortune Business Insights, 2023).
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In comparison, the global lloT market is valued at about
€300 billion and is expected to reach about €1100 billion
by 2032 (Precedence Research, 2023). Global ICT market
is estimated at value of €4200 billion in 2022 and €5200
billion in 2030 (Tadviser, 2023; Brookings, 2019).

Based on these figures, it can be estimated that currently
IloT covers about 50 % of loT sector but the share is
expected to drop to one third (33 %) by 2030, whereas
IloT is about 7 % of the current value of ICT sector and
grow to about 20 % of the estimated value in 2030.

The total global consumption of selected CRMs in ICT
sector, demand in 2020 and forecast in are presented in
Table 5.

Table 5. Demand for CRMs in ICT sector 2020 and forecast 2030
(Carrara et al. 2023; SCRREEN, 2023).

Raw

materials

2020 @ 2030
Pd 213t 18t 19 — 28 3t 3-4t
t
Ga 301t 21t 18 - 26 2t 2-3¢t
t
Nd 26845t 1093 1162 - 153 156 -
t 1740 t t 232t
Dy 708 t 59t 62 - 93 8t 8-12t

Table 6 presents the IloT raw materials consumption in
selected CRMs and using 7 % for 2020 and 20 % for 2030
share of lloT.

Table 6. lloT raw materials consumption in selected CRMs based
on Table 1 and using 7 % for 2020 and 20 % for 2030 share of
lloT.

Raw materials m-

2020 2030 2020 2030
Pd 13t 4-6t 0.2t 0.6-0.8t
Ga 15t 4-5t 0.1t 04-06t

* X %

* *

* *

*

* 4 Kk
Nd 77t 232 - 11t 31-46t

348 t

Dy 4t 12-19t 05t 1.5-25t¢t
Focused Look 2: Smart Water

Management

N.B. This paper defines ‘water management’ as the
systematic planning, development, distribution, and
sustainable utilisation of water resources, encompassing
assessment, regulation, conservation and optimization to
meet diverse societal, economic, and environmental
needs. This discipline entails effective coordination of
infrastructure, policies, practices, and educational efforts
aimed at ensuring adequate, safe, and equitable access to
water while considering environmental conservation and
long-term sustainability.

This section focuses on the application of the Industrial
Internet of Things (lloT) to water management and
identification of CRMs needed for, and contained within,
necessary devices.

Context

The topic is extremely broad, so to provide a snapshot the
focus of this section is limited to three elements of water
management:

e water supply, the delivery of potable water to final
users,

e  wastewater treatment, the treatment of wastewater
before reintroducing it into natural and artificial
water cycles,

e and stormwater management, the infrastructure
used to collect, convey, treat, and manage rainfall
runoff.

Gradual technification and digitalisation has led to
significant changes in the very structure and functioning
of water management systems. In literature, these
progressive advances are defined as “water revolutions”
(Adedeji, 2022).

During the so-called Water 1.0 era, drinking water was
piped in- and sewaged out urban settings through ad-hoc
systems.
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With the second water revolution, water was chemically
and physically treated to neutralise potentially dangerous
microorganisms and reduce the transmission of diseases,
while the third water revolution introduced the use of
computers into wastewater treatment plants for process
optimization (Adedeji, 2022).

A new revolution, usually referred to as Water 4.0 or
Smart Water management, has arisen in the last decade.
Smart Water is built on the fast deployment of loT
technologies and devices, cloud computing, Al, and
automated systems, leading to the emergence of more
efficient infrastructures for drinking- and rainwater
management, as well as of wastewater treatment
facilities (Onyeneho) (Mahmoud, 2023).

To demonstrate the significance of this sector, the Global
Smart Water Management Market 2023 reports
(Skyquest, 2023) the market size of the Smart Water
sector at 13.73 billion $ in 2021 and predicted to grow
from 15.15 billion $ in 2022 to 31.73 billion $ by 2030,
(with a CAGR growth of 10.3%).

Smart water management technology benefits numerous
organisations by aiding in the identification of network
problems, promoting water conservation among
consumers, and, most significantly, mitigating non-
revenue water losses resulting from deteriorating piping
infrastructure (Alabi, 2019).

Uses and applications.
There are several applications of lloT in water

management including:

- monitoring water quality,

- water consumption forecasting,

- leak detection,

- smart irrigation,

- aquifers management,

- flood prediction and management,

- drought monitoring and mitigation and decision
support system.

Coupled with data collected by sensors, as well as
artificial intelligence and statistical methods, Smart Water
management can help detect water leakage in real-time
and predict pipe bursts in distribution networks. Several
studies have analysed the potential of big data and
artificial intelligence in the sustainable management of
surface and underground water resources, for example

* X x

* 5k

with early warning systems, in order to inform about
chronic lowering of groundwater levels, seawater
intrusion or degradation of water quality (Gaffoor, 2020)
(Ghernaout, 2018) (Xiaoyan W., 2019).

Data collected by sensors is wirelessly transferred to
cloud-based analytics platforms to predict performance,
detect faults, and provide troubleshooting insights.
Moreover, the information constantly collected by
several types of sensors can be merged to make-up digital
twins, which will assist in the optimization of
water/wastewater facility design, operations, and
maintenance. Digital twins can be coupled with 3D spatial
mapping of the facility, to obtain a real-time visual
monitoring of assets, or for training, remote
maintenance, and customer assistance.

In stormwater management, the use of sensors and
actuators, and the integration of weather and model-
based forecasts allows city managers to work with a
preventive and adaptative approach towards storms and
heavy rainfalls (Sweetapple, 2023) (Webber, 2022).

Together with geographic information systems (GIS),
database management, data analytics, communication,
and a knowledge-based expert system, Smart Water
management can provide support in the decision-making
process by helping in comparing the impacts of new
measures and processes in future scenarios and making
choices to optimize the preservation of the environment
and water resources, and reduce costs (Adedeji, 2022).

At larger scale and in longer temporal periods, forecasts
show that the implementation of IloT in water
management will provide access to vast data sets, which
is key both at company and governmental level. A wide
availability of historic data allows for goal-oriented data
analysis, which is in turn useful for determining national
losses and waste reduction targets, and for optimizing
companies’ operations for cost reduction (Alabi, 2019).

In summary, Smart Water has the potential to improve
water management through the following (Adedeji, 2022)
(Alliance for Internet of Things Innovation (AIOTI), 2018):
- Detect water leakages in the distribution networks.

- Control pipeline health.

- Manage efficiently water supplies.

- Monitor water quality in water reserves.

- Provide information for predictive maintenance.

- Forecast future water demand.
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- Predict impacts of changes in operations.

- Optimize operations in water management.
- Keep track of water consumption; and

- Improve safety in treatment plants.

Devices for smart water management & use of
CRMs

Real-time measurements require several loT devices, in
particulars sensors and actuators. The main parameters
to assess water quality through sensors are water pH,
dissolved oxygen concentration, flow rate, and turbidity
(Pujar, 2020).

To detect abrupt water level reduction in off-grid areas,
water levels in tanks can be measured with ultrasonic
sensors. As an example, control strategies against
Legionella, which are fundamental measures to provide
safe drinking water to consumers, comprise maintaining
water temperatures below 25 2C, and this task carried out

by temperature sensors (Manmeet, 2021).

Table 7: Functionality and CRM usage of the main IloT devices for

* X %
* *

*
*

* 5k

The most used actuators are valve actuators, for flow and
pressure supply,
management and stormwater management systems.

control in water wastewater

A short description of the functionality and CRM usage of
the main IlloT devices for the water management is
provided in Table 7.

the water management

Device
Turbidity sensors

Figure 1. General structure of a
turbidity sensor. Source:
(AtlasScientific, 2022).

\ Application

Measures the cloudiness or haziness of water, a
proxy indicator for potential sources of water
pollution and hazardous organisms for human

G health.
. Used in water supply and wastewater
R} treatment.
G . They measure the light transmittance and

scattering rate of the solution, which change
according to the turbidity of the water
(AlMetwally, 2020).

CRM usage

A turbidity detector is constituted of several
components, both digital and electronic.

These devices are formed by a titanium housing,
containing a circuit board, a photodetector, a
sapphire window, a LED light source, and a light-
blocking rib.

Titanium metal is listed as an EU critical raw
material, together with gallium (Ga) used in
photodetectors, copper in circuit boards, and
bauxite, starting material for artificial sapphire
production.

LEDs contain critical elements such as indium (In)
and several rare earth elements (REEs: Y, Eu, Ce).

Ultrasonic sensors

Flexible

Diaphram Diaphram
\ Support

Magnet Moving Cail
wound onto

| aformer

Sound

Waves — >

Electrical |—> Electrical Signal
L

Leads Output
Figure 2. General structure of a
transducer, the main constituent
of an ultrasonic sensor. Source:
(The Instrument Guru, s.f.).

Widely used to detect water levels in tanks.
Fundamental to evaluate reservoirs’ water
availability in areas located outside the water
grid.

Transducers, the main components of ultrasonic
sensors, radiate pulses of sound waves to the
water surface of the tank and measure the
quantity of water into the deposit by measuring
the time necessary for the sound signal to
return to the emitter (AlMetwally, 2020).

Transducers contain permanent magnets, which
are composed of iron and several critical raw
materials (neodymium, praseodymium,
dysprosium, and terbium) (GauB, 2021)
(MaxBotix, 2023).

The moving coil is made of copper.

Water flow sensors

Used to evaluate the volume of water flowing
pipes at any given period (usually is measured in
m3/s).

Used in water supply networks, wastewater

Copper and bauxite, necessary for obtaining
aluminium, are the main critical raw materials for
producing these devices.
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Device

Metallic target
(Al, Cu,..)

Inductive Simple coil design
Position Sensor  on 2-sided PCB
Chip

Figure 3. General structure of an
inductive position sensor, a
principal component of water
flow sensors. Source: (Datlinger,
2020).

Application

treatment plants and stormwater management
services.

Each rotation of the internal pinwheel sends an
electrical pulse to an inductive position sensor
chip, translating to a water volume
measurement (AlMetwally, 2020).

CRM usage

Dissolved oxygen sensors

GALVANIC

suvmon
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o wevsRaNe

Figure 4. Graphic scheme of an
electrochemical dissolved
oxygen sensor. Source:
(Fondriest, s.f.).

Monitor the concentration of oxygen in
wastewater treatment plant - needed for the
correct removal of pollutants and
microorganisms.

Dissolved oxygen diffuses from wastewater
across an oxygen permeable membrane and
into the sensor. Once inside, Oz undergoes a
chemical reduction reaction, which produces an
electrical signal, that can be read to determine
the concentration of oxygen in wastewater
(Sensorex, s.f.).

Might contain nickel, a critical raw material, in
the cathode.

Membranes can be made of
polytetrafluoroethylene  (PTFE), a polymer
containing fluor, which is often extracted from
fluorspar mineral, listed as critical raw material.

Optical dissolved oxygen
sensors
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Figure 5. Graphic scheme of an
optical dissolved oxygen sensor.
Source: (Fondriest, s.f.).

Assess the oxygen concentration taking
advantage of  light-based  measurement
techniques. They contain a luminescent dye
which glows in presence of blue light. Oxygen
optically interferes with this luminescent
phenomenon and a photodiode take advantage
of this effect to assess Oz concentration in
wastewater (ABB Limited , 2023).

LEDs contain critical elements such as indium (In)
and several rare earth elements (REEs: Y, Eu, Ce).
The photodetector contains gallium (Ga).

Valve actuators

threeghase

/ inductica machine

)

mechanicl ctusor
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Figure 6. Graphic scheme of a
motor-operated valve for fluid
flow control. Source: (Dey, s.f.)

These devices convert energy into valve motion,
and they are fundamental components both of
water supply networks and wastewater
treatment plants. Valves actuators control
water flow and ensure it is distributed
efficiently, according to water demand in supply
networks. Moreover, they play a critical role in
regulating valves’ position and water pressure
in supply networks (ProActuator, 2023).

Actuators for flow control are generally
mechanical, meaning that they are mainly
composed of metal pieces.

Therefore, the only critical raw materials
potentially included are those necessary to form
corrosion-resistant metal alloys, such as nickel
(Ni), manganese (Mn), cobalt (Co), copper (Cu),
vanadium (V), tungsten (W).
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Future look

e Current and future development of artificial
intelligence in water management is closely tied to
the availability of some specific critical materials
(REE, Ti, Ga, In, Cu, bauxite, fluorspar, Ni, Mn, Co, V
and W).

e Managing availability will require strategic planning,
sustainable sourcing, recycling, and responsible
consumption.

e  The strategies require the diversification of material
sources, the prioritisation of sustainable sourcing,
the implementation of recycling and circular
economy and research and innovation.

e By integrating sustainability principles and
responsible practices into the development and
deployment of lloT, the water management sector
can effectively contribute to manage the availability
of critical raw materials while advancing the use of
IloT for improved water resource management.

EFocussed Look 3: Digital Mine.

Mineral production covers the processing of minerals
from the earth’s crust, using open pits or underground
mines. It also covers activities such as breaking ground,
excavation, loading, hauling and transportation, as well as
mineral processing (inc. crushing, grinding and
separation).

In recent years, digital mine concepts have been
developed by many stakeholders and companies,
especially for underground mining, where digital and
remote solutions can help with safety concerns.

The phrase ‘digital mine’ refers to digital technologies
that support mineral processing.

There are some key benefits of the digital mine
(McKinsey), including the monitoring of real time
performance of mines, an increased mechanisation via
automation (automated drills, mobile fleet and plant)
resulting in deeper understanding of the resource base,
an optimisation of materials and resource flows, and
improved safety.

These activities can lead to cyber-physical systems such
as self-driving machines, services for predictive
maintenance or prescriptive maintenance, and digital
twinning of mine resource base and the mine process.

Digital technologies are supporting technologies for the
raw materials sector through enhanced mineral

exploration, raw material processing optimisation and
raw material traceability, which is an enabler to identify
the origin and location of the elements and critical raw
materials.

The digital solutions around material passports for
tracking selected raw materials, possible ‘conflict
minerals’ and various solutions targeting critical material
efficiency are under active discussion (Eerola et al., 2021)

The Internet of Things (loT), the digital infrastructure and
data security are identified as the main contributors to
the digital transformation of the raw materials sector and
to the optimisation of processes, resource efficiency and
productivity.

EIT Raw Materials, 2020 outline the loT and digital
infrastructure relevant for raw materials sector:

(i) 5G

(ii) Reliable server infrastructure and software solutions
(iii) Cloud-based solutions and edge computing

(iv) Unlocking of B2B and customer relations

(v) Blockchain

(vi) Certification - Trustworthy, secure and seamless
tracking of raw materials from source to product.

Benefits of digital solutions include the support to reduce,
reprocess, downcycle and upcycle strategies in mines
(Kinnunen et al. 2022). One key challenge related to
mining is the high amount of waste generated compared
to produced ore and concentrates. Mining waste
prevention pathways can be supported by digital
technologies.

Generally, lloT and digital technologies can monitor waste
and water streams, providing accurate data and
information about the availability, location, quantity and
quality of materials, and can control the process more
efficiently (Antikainen et al., 2018).

The need for critical raw materials can be divided based
on the lloT process flows and devices needed in them:
data acquisition (including sensors), edge computing,
data transfer, data storing/management and data
analysis.

Data acquisition and edge computing devices in particular
are exposed to the mine environmental conditions - dust,
vibrations, elevated temperatures, moisture, radiation
etc. This implies that the components and materials have
certain  durability and

long-term  performance

requirements in demanding conditions. Furthermore, the
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IloT devices are required to be embedded in mining
machines, e.g., near drill pits.

IloT devices for data collection, data transfer, data
storage, edge computing, cloud computing cover wide
range of digital hardware from sensors to edge
computers and displays in remote operations, many of
these including wide range of CRMs only in a single
device. Taking here an example of one of the most
studied and common devices, a smartphone, and useful
device for IloT, especially connecting humans in the loop
and making control of lloT user friendly and easily
available. Smartphones consist of a wide range of
elements ( 53 metals according to a recent study,
Bookhagen et al, 2020) - CRMs in red bold.

More than 1 g on average per single device:
o Fe, Si, Mg, Al, Cu, Ni, Cr.

More than 0.1 g (0.1 g < x < 1 g) on average per single
device:
o Sn,Zn, Sr, Ba, W, Nd, Mn, Ti.

between 0.1 g and 0.01 g on average per single device:
o Pr,Co, Ta, Mo, Zr, Au, V, Dy, Ag.

below 0.01 g on average per single device:
o Pb, Gd, Ga, Nb, As, In, Y, Pd, Li, Er, Sc, Hf, Ho,
Th, Bi, Sb, Pt, Ge, Ce, La, Rb, Yb, Hg, Sm, Be, Lu,
Eu, Cd, Te.

Many of these metals are in CRM list, found especially in
small amounts.

Referring to the current fact of criticality of elements and
low recycling rates of these CRMs used for lloT, the
maintenance and repair for taking care of lloT devices is
important, as is taking care of any industrial assets.

Concluding remarks

This Working Paper considered the range and breadths of
devices and technologies used in the ever expanding IloT
and highlighted CRM applications, requirements and
demand.

The lloT is a vast subject matter, so this paper focussed in
on a few application areas to illustrate the use of and
demand for CRMS.

The paper report is necessarily light touch, given the vast
expanse of the subject matter, the sheer range of the
devices and technologies involved and the (apparent) lack
of wide availability of studies / data making direct
linkages to IloT and CRM demand — highlighting the need
for further study in this area.

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under

grant agreement No 730227

SCRREEN | D7.9: CRMs and the lloT: SCRREEN Working Paper |

o



(SCRREEN %

*
*

* 5k

Annex 1: lloT - key device and technologies (expanded from Table 1)

10T Devices — common types and applications

Device

Application

Sensors

Function is to acquire, process, exchange, and storage information, integrating sensor chips,
communication chips, microprocessors, drivers, and software algorithms (Rika Sensors,
accessed 2023).

Sensors measure physical parameters such as temperature, pressure, humidity, vibration,
proximity, and flow rate, and transfer them to data servers for their analysis.

Role in IloT is crucial as they enable real-time monitoring of machinery, operations, processes,
and warehouses (Michele Mackenzie, accessed 2023). Act as the first step in predictive
maintenance, to anticipate and prevent serious damage to machinery (Yokogawa, s.f.).

The implementation of smart sensors has a great potential to increase profit margins for several
sectors, primarily ICT (information and communication technologies), automotive, industrial and
production engineering and logistics (Zaugg, 2020).

Smart meters

A specific type of sensor used for measuring and monitoring utility consumption, such as
electricity, water, and gas, that transmits consumption data in real-time for analysis and
optimization. For example, smart meters in the water management industry are being widely
deployed for the fast detection of leaks, a key issue to prevent water losses (Sisinni, 2018).

Can be used to monitor power consumption of machineries and detect overuse, helping
companies to optimise energy consumption and reduce costs.

Surveillance
cameras

Cameras can be equipped with sensors and connectivity capabilities, being integrated into the
IloT network for video surveillance, remote monitoring, and security purposes in industrial
facilities. When coupled with image analysis, machine learning and artificial intelligence,
surveillance cameras have the potential to increase the production efficiency and safety of
industrial plants (Vuki¢evi¢, 2021). Some of the applications of these devices are the marine,
aerospace, aviation, and manufacturing sectors (Scoutcam).

Actuators

Actuators are devices responsible for converting digital commands or signals from a control
system or a network into physical actions, movements, or changes in the physical world.

When data about machinery is collected and analysed, actuators can perform corrective actions
and operate upon machinery, both mechanically and electromechanically. For example, they
can open and close valves, adjust motor speeds and activate alarms. The widest use of actuators
in manufacturing is for guiding robotic arms and automated machinery in automated processes
(Rupareliya, 2022).

Robots

Robots are widely employed in industrial applications, and provide an increase in product
quality, productivity, and cost reductions. One type of robot - mobile robots - are equipped with
sensors and cameras and are ideal for material handling, transportation, and inventory
management in warehouses (Copper Digital, Inc.). The most innovative robots and their driving
technologies are expected to consolidate transformable production, a manufacturing system
adaptable to high product variation, short life cycles, and smaller batch sizes, which fits modern
requirements for mass customization of goods (Pedersen, 2016).

Wearables

Wearables are body-worn devices that enable real-time monitoring, remote collaboration,
personalised perspectives, and enhanced ability in industrial settings.

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under
grant agreement No 730227
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10T Devices — common types and applications

The main advantages of using wearables in industry are the increase in efficiency, productivity,
safety, quality, and cost reduction. Some examples of wearables applied in the processing
industry are head-mounted displays, body-worn sensors, exoskeletons, retinal devices, and
adjustable clothing (Opher, 2017).

Batteries are energy storage systems that allow powering devices not connected to the energy
grid in open-air environments.

Some industrial sectors such as mining, agriculture, water, and energy distribution require an
extensive deployment of energy storage systems, given the technical obstacles and prohibitively
expensive costs of hard-wiring hundreds or thousands of devices over vast areas.

The variety of batteries employed depends on the type of devices to power and their energy
demand. For example, in some cases, a non-rechargeable battery is the best option, while in
others high voltage and power consumption necessitate rechargeable lithium-ion batteries
(Teschler, 2018).

Batteries and
energy storage
systems

Industrial routers

and gateways

In the IloT, devices are arranged as a mesh of objects, connected to each other and to the outer
networks using routers and gateways.

Industrial routers allow for the connection of objects within a local network, while gateways act
as intermediaries between local networks and the cloud or other external networks (Marietta,
2020). Gateways are fundamental components in an lloT system, as they collect real-time data
from field-level devices and perform data cleaning, formatting, processing, and subsequently
transfers the data to the cloud.

The importance of gateways in lloT is their ability to collect and translate to a common
communication protocol several information pieces originating from different kinds of on-site
devices and transfer them to data centres for data analysis (Chao Liu, 2022).

Some of the sectors where industrial routers and gateways are used are manufacturing and
logistic plants, water management, renewable and fossil-fuel energy stations, and distribution
networks.

Programmable
Logic Controllers

Programmable Logic Controllers (PLCs) are industrial computers that monitor inputs from
sensors, that make decisions based on programmed logic, and control the outputs that will be
subsequently sent to actuators. PLCs consist of multiple elements, including central processing
units, which are responsible for executing the PLC program and retaining associated data. In
IloT, PLCs collect and manage the information received from sensors, as well as programme the
maintenance of machinery, and optimize the industrial operations (Mellado, 2022). PLCs are
used mainly in highly automatized manufacturing plants, making for a more integrated
production process control (Lemay).

Asset
devices

tracking

Asset tracking devices are used for tracking and identifying products, components, or assets in
industrial environments. They can be connected to the lloT network to provide real-time data
on inventory levels, production progress, or logistics. The fundamental contribution of asset
tracking devices to lloT is the possibility to connect non- or low-powered devices at a low cost,
for example for the identification of their location for improved traceability. Some examples of
asset-tracking devices are:

Radio frequency identification (RFID), which are wireless systems comprised of two
components: an RFID tag located on the product to be tracked, and an RFID reader. The reader
emits radio waves to detect signals from nearby RFID, communicating their identity and other
information. RFID tags can store a wide range of information, such as their serial number, codes

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under
grant agreement No 730227
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10T Devices — common types and applications
for traceability or technical specifications (Soori, 2023).

- Global Positioning System (GPS), which is a tracking device attached to an asset that sends
satellite signals processed by a receiver. This system is used when real-time tracking of products
or vehicles is needed.

- The widest implementation of asset tracking solutions is expected in the manufacturing,
healthcare, oil and gas, mining, steel, information and communication technology (ICT), and
pharmaceutical sectors (SmartHUB).
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